ART ffow

www.artflowjapan.com FWW

TR LS TRGUETL WEaA

BASINTELE
ﬂféé/\lﬁlub\fi@—f‘? =

o
7Y




1 =ZETINYAM/\—NEBETHEE (2011/9/30)

. _ - — —— EEEE)
a' _ || @9 http://www.nikkei.com/ 0 ~ & X || & E=.. "R | w until.. | G ... T Sp o3

Norton - @ (&) - Eens{ R -
i *f Google w7 Yahoo! JAPAN @& BETT0HHY v 2|07 EAMVEER.. ~

BAN-—"RETHTRERD =FFT
2011/9/30 2335 | BH4E85E TR | 30400

hoBox {®F1F = EN&
—FE O O L ACESRS e T —EER 2D
T. B30, ERTewE TR REL. BIBEEIn-qF:F=LL. BTE
PIEF e EFEER DR S LA TR LS 20081 T. 0T H —
| SRECHEDIRR T ROLDTTERETLOFTEEEL,

ﬁ&:@:&: CEBE BRSNS OIEA A ST LSO — i 83
B, BOh ol 1L AL, S ORI THERE A BT T O OAS 75807
COSTEEI LA,

AL 2R s Rl O — i —Ta S D—EDN, SR ET O S LADIE TR TR EG Y
RS- — = ERERS T Ll A eSS D EBEL BRI SE . EmAOERITE
BEGDFROTIACG,

4 L 3

BAREFHFELOHFEZF TinE BMEmEHZLE
- 0000000000000

m

-




=SEEIZFESTEMEY AN

—IREE | (APT)

%ﬁf’&ﬁlﬂir‘:f&ofb\é@(i BEDTEOFAEZIHENEL(CLTHEE '||E|$|§"i"jz
HRABELGEYA/IN—NE, T745HBIAPT (Advanced Persistent Threat) L E&

%ﬁig)lézié@ﬁ@‘i‘ﬁOt ZHISHL. By AL REICHI->THHIC I&E"’é

\(e,0

AhttpiEERADTAR
aNITHNIhFETH
FiHEREEAHHT . O
JEHETIEELTE
ERSEL

Da—svrDOFEESH
BREDPCEET (MRS
SE.EHONL—IEE
CTa—47vb%EIC
AR r—IVEED

TERTS

QFHMDHEBHEEFE-
TREEEILITEMNS
oA ~BEICHT=o




[HHIEEREELN I ESBNTT M ?

1. 94 IL AR R ITREE/NJAVIZEAL INF—2 D7/ ILDEHFHE
TRV Z2EHEICERIE TS, CNETIZRIBEITFEEL TULVELY,
HHFEIZIE DI RIFBALTULVEELY, |

= APTIHEZE XD/ ILATEKYILT
FRHETELULNDTY,

2. THhAKRIZIFEEDTLERITHEWEK, HDARIZBALEZSTHIZEESED
[FE0 ARERADIDERGZADLGELNE, |

= APTIRETIIA—S vt D E
ETENZHIIBHOHNEZDTY,

m

ART fow .2



W J7ATA—E7 DR EURIZINVAYVY CEBIL TN - 72

77474 = L T7 RAVEERUSN DBIEZEML TIT 5/ 3y IR 7&E (*1) &,
TCPR—XDIEBETOLIILE(E EHTTP (ProxyXt it L7ELY) BIE D A& T
NIRRT BRIEEERDFI50%,

FELMD50% (HTTP (ProxyXtits) EHTTPS) (S ZEMNTEFEH A

URIZAVAV VT IXBREID AR ESAMIFFIFET A RE DA EFAMIFIFTEE A,

HTTP

Ta¥y (7 D5URES)

BEROARIEY A+

HTTP (2° %Yt his LAELY)

MBEZAakalL

T7A4T70+—Ib

*LA IV RIZEDEBREBI LA EZ—R YD IERE

ART frow .%



B A N\—HEZEOHAFE

74T 24— BABRHM AT L ToF=4)LR
(IDS)

BABILESRT L

(IPS)

o HADSDEE TR,

7 D_
= ’*;“:ﬁ v FEY A+ ElE
HaahEd

WEE 2740LTyFO—F
HAk




W TERZEIIHRDITEDHN?

[ NHARENRILTLESER ]

@ YILRDFELFED B
O VLI ADHEHCHEEDIEXR
O BB A—ILDESIZHBRIMENZ D)L R D EN
(BEAMICLMESNEL, ZLTEBIMICEEEZD)
O REDINEI—2TYTF T H#R—RELI=DLILAH K TFDEBER

@ Z2EOVIrIITDOMEEENEDLNDS
O EHNEA—NIE— A —FREEICFBAT 9547 N IFDMESEEEIRS
O —fBA—FIZHSATUNI IO/ FERAD BB EL
(f=&Z IE Adobe Acrobat )

@ tOFADIEH I EHND
ONRYFERAEZIT>TOWTHEHRENRIILTLES

@ \UIRTENREDBIEE BN TR B
© HNEISNEADBEIFIRELEZZADIMEDRYN I =X ) T4 RHEHFICWMoT-E

A DE— RS (AR) ZRBESNT-HE . —REZEORENFEET.
WEMNRINT S




AR SADEZDHAHA—INTI ) ILEITRIELL?

K (g = | EFaus«mus—EB0lEE - 053 (HHER) o=
[ ZRGEY A— )L DA ] s ®
- B vr—-smak— Oy | 4 Jin

T Bouinn
- B - o owmosh 3§ n
s EE T DLb— Xet—5m - D a

to&L5LLVEAML \ abvEs | oem - gE SO &

EHETHEIESE (e SUPSP UDS --TOhe -2
> P Osamu Sato 2012/03/06 1:03
(¥E¢é7l~ I/z) F37t: 0ss_sato310@samsatton.com; I

Tl

| o )
EXABIS B/ TIPAN — | A oo,

= E Ay}
5 A—)LERBESAX *
\ L EEMEIETEYET, S teeTF A ) Tt

{ARETT, COfUh, BES ORIt 1 SR O In O s, Bt
& a3 o = )
%ETén*i@, EFE' %"ﬁgﬁ Tl ) F R —EEEm AT LELTD, TR E, S st

e s W Eo I Sl P = P i £ O Y W= = Ol
EOT G WA HSE AR T T 5
_ _ BELLLET,

CHDFA—ILEZELT. Z7A1ILED) YYD SES I OFE LT ER Y TR EUS, Bt 2T

L&Ul’\ E E'i& U*j-b\ ? Toa—FTHEEshiEdIdn,

vmh? L » L. T UF AT S

LTE

T 105-0087 F{{HE —ZHT 2-4-5
TEL:03-5212-XXXX
e-mail:sato@vyyyy.co.jp

38 2 2 28 28 2 2 38 6 2 e o8 o 3 3B 2B oo B B o e e o8 o e e o a8 28 o 2 a8 6 o o o ok

m




I [EHHON=5BEIFEVLINRELZDTY

[ @ mEmrTssoEn BRI B Wows T S
@U = |@ http://www.nikkel.com/seart ~ -"l Google

2~ L0 J7AUE) BEE) BRY) BRCADER) YLD ALTH)

H fﬁi:I/t 1—43 Norton- - (@)n-reosqes-

2011&11ﬁ 24 H -F? Y¢ BRICAD | 95 *J Google wr Yahoo! JAPAN @ BT THHA b v g TSIF—&EFwT ... ~
I-APTIQ%OD %@JJ:L) 55|~ | <« | @Y BHE... » b OB -0 &~ A2 E-I78) - You0) -

L_LEIE o g Vital 119 ATRY PO E S

BRI GHES RS SN AT N ERFCFIITIH SO0, BFal)
T OEFIZIE FRITORITTE, $ERF v -2 =2 DD 1L R AERRE L280°
Sll0ETA23,

TF VTN E —TH BT 2T — T AT F ZPh G EETE ) (O EREE+
T EITAFTHRE S0 -1 23, -1 —I0FE S e THe | T
DA AETRAIN BN ESS ) S8 D, BRI 1)L 2SS I Tt T gL
DIFEES A, DL AEAER — = OREFEFIES N aL LD A NEEen S
SEEAELNEALRIEL TLha) BBt R) . FlA T Intermet Explored S35{E MO
—REBHAD, 22— T — U RS Ohttpe 5 —ERI S —SEBIAFH T
FEET D, RO TOT L REERMT S, ALl BETE,

oL S EGAPTIEE(C L 20 1L 2SS, — R8P0 1L s/ Tk, IDS
CDIEE A RIS E) 2 1PS CRIF {2 A PAEHEE B )73 BRI Tl U BEE A —
O ESRE B O E AR T 2R D TR IS S AL,

4 (LI 2

& & 5 —Fu b | BET-F:EH 3 v #H100% ~

HiEBPHDEFHEZS Cinsl METIEERLL

ART fow .2

-




O [ O ICIFFALGEELZFEHRIILEODDDIDEZELY ]

[ N HEOAETEENDTT ]

WEEHFIVWEGYFI—TVrEELY . BEEBERALTHET HEN S

@ 9—’7“v|~®HS£§I‘%*iI:$§—EE‘JE2%—N
kY, BRESHES Ll

@ A—TYLEDEREA—IETERT S

@ BAFEA—IEFE->THSIEtDHAIC
HYFTEL, 2—TYMNIEHEIA—)LZE
EIET D

ART fow .2



BERDEAHLIZTNBERTIELDTY

BOT&I&

AVEaA—3ZERTAHCELEEMICEON-TRJ S LT BETHEAY
A—2 b B CEEZH B =B ICERIEESNLSGEMTOISLTY,

IERERAHETTOISLEBOTOVEDTT M, FNF-I1T
TlEHYFEE A,

Rk ZEEL-avE1—21F. REENAELI-TE —/\[ZEEH
[ZHEHSNB+~#HEREDRyMNEEOVE :L—’SI’EﬁEZT, Rybkfyk
D=1 EEDONDIERRYNT—OFBLET,

BRELf-avE1a—2IF. HEEIDMSETELEGIT. KEEILGS
MTaENdE CORYbR YT mSN-BREa E 1 —2(F BE
EDEDEXIZT«4vUTBWLBEDRINLA—ILOKEBZEEDL . BFEY
ARANDDDoSKHELZEIZFIASN ., ETERELBRELYET,

A— )L R RS (T TR, IRIETIEWebBE ERELRI£1E X2 TOVET,

YRRV ERBEL, ENEEZENTIEDRRLHHEVONTNET,




[ZNTH. hHARIIRLKRFZERIDIZA - - - ]

Trustwave ft DA EHRE

2011 IZAPTIREZ = TT1-1&
EXDHP T, F=ZEFEMoDIEH
ZITHRNZBEOHEZFREL
FTEEHTHh16%IZTEL
L\ BUDBAWBIZE=F NS
DIEFEIZE>THHTERDOLY
TWha,

x1-. Bo&EAMLI=16% D1
(VRO T—R2REIDIRE
BIZKR OETOHR LTS
AR, FE=FEDIERETR
DLV=84% D1 %E(F173HE
M- TLVB,

& Data breach: Only 16 per cent salf-identified - Trustwave SpiderLabs, security trends, security -l = | B |

o - - T
. L)
Ccso.com.au/artic « ‘ 4'1‘ A | |-'l Google Pl

@U b |ﬁ http: \-:

FFILE) E|EE) FRN) BRICADA) YT ~LF(H)

Norton- -  (@n-reosith-
¢ BRUCAD | = *f Google ¥z Yahoo! JAPAN E BT I0H b g| JFIF—EFYIT .. ¥
88 - |« | @l Data... x| B~ -2 @y x~3E) v E-IF<(8)r Yo~

~

Security Whitepapers (v ] In

US0 =h o

Data breach: Only 16 per cent self-identified

POS system attacks come of age in Australia

Liam Tung (CS0 Online (Australia)) — 08 February, 2012 13:26 {1 Comment )

Only 16 per cent of organisations that faced a breach in 2011 detected it prior to a nofification by a
third party, according to an analysis of investigations conducted last year by [[xref:

https:/iww _trustwave. com/pressReleases_php?n=trustwave-report-reveals-global-data-breach-and-
security-trends |Trustwave's SpiderLabs security team|]].

The vast majority, 84 per cent, were informed by either a regulatory body. law enforcement or the
public, and on average the attackers behind the breach that was discovered by a third party had
173.5 days to rummage around the target’'s environment.

The report shows that the time between the initial breach and when an investigation takes place is up
to three years.

The important figure that distinguishes self-identification to discovery from an external source was
that in the case of self-identification, the organisation knew of the breach on average after 43 days
rather than 173 days.
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